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2015, and lucrative cryptocurrency thefts. This illicit behavior has been identified by the United
Nations (UN) DPRK Panel of Experts as evasion of UN Security Council resolutions, as it
generates substantial revenue for North Korea. North Korea can use these funds for its UN-
prohibited nuclear weapons and ballistic missile programs. Additionally, this activity poses
significant operational risk to the Financial Services sector and erodes the integrity of the
financial system.

The BeagleBoyz’s bank robberies pose severe operational risk for individual firms
beyond reputational harm and financial loss from theft and recovery costs. The
BeagleBoyz have attempted to steal nearly $2 billion since at least 2015, according to public
estimates. Equally concerning, these malicious actors have manipulated and, at times, rendered
inoperable, critical computer systems at banks and other financial institutions.

¢ 1In 2018, a bank in Africa could not resume normal ATM or point of sale services for its
customers for almost two months following an attempted FASTCash incident.

o The BeagleBoyz often put destructive anti-forensic tools onto computer networks of
victim institutions. Additionally, in 2018, they deployed wiper malware against a bank in
Chile that crashed thousands of computers and servers to distract from efforts to send
fraudulent messages from the bank’s compromised SWIFT terminal.

North Korea’s widespread international bank robbery scheme that exploits critical
banking systems may erode confidence in those systems and presents risks to financial
institutions across the world. Any BeagleBoyz robbery directed at one bank implicates many
other financial services firms in both the theft and the flow of illicit funds back to North Korea.
BeagleBoyz activity fits a known North Korean pattern of abusing the international financial
system for profit.

e Fraudulent ATM cash outs have affected upwards of 30 countries in a single incident.
The conspirators have withdrawn cash from ATM machines operated by various
unwitting banks in multiple countries, including in the United States.

e The BeagleBoyz also use unwitting banks, including banks in the United States, for their
SWIFT fraud scheme. These banks are custodians of accounts belonging to victim
banks or unknowingly serve as a pass-through for the fraud. Most infamously, the
BeagleBoyz stole $81 million from the Bank of Bangladesh in 2016. The Federal
Reserve Bank of New York stopped the remainder of this attempted $1 billion theft after
detecting anomalies in the transfer instructions they had received.
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switch application server or a SWIFT terminal to internet-facing systems. The BeagleBoyz use
these network proxy tunneling tools, likely placed at or near a victim’s network boundary, to
tunnel other protocols such as RDP and Secure Shell or other implant traffic out from the
internal network.

It appears that as the BeagleBoyz change proxy tools, there is some overlap between their use
of older and newer malware. For example, the BeagleBoyz appear to have begun using
ELECTRICFISH as they wound down use of VIVACIOUSGIFT. There has been a noticeable
decline in ELECTRICFISH use following the U.S. Government’s disclosure of it in May 2019.

Full technical reports for VIVACIOUSGIFT and ELECTRICFISH are available at https://us-
cert.cisa.gov/northkorea.

In addition to these tools, the BeagleBoyz have used the following techniques to communicate
with financial institution victim systems under their control (Command and Control [TA0011]).

o Employ known encryption algorithms to conceal C2 traffic (Encrypted Channel [T1573])

¢ Communicate over commonly used standard application layer protocols and ports to
avoid detection or detailed inspection and to blend with existing traffic (Application Layer
Protocol [T1071])

¢ Encode C2 information using standard data encoding systems such as the American
Standard Code for Information Interchange (ASCII), Unicode, Base64, Multipurpose
Internet Mail Extensions, and 8-bit Unicode Transformation Format systems or other
binary-to-text and character encoding systems (Data Encoding: Standard Encoding
[T1132.001])

o Copy files between systems to stage adversary tools or other files (Ingress Transfer Tool
[T1105])

o Use external previously compromised web services to relay commands to victim
systems (Web Service [T1102])

e Employ a custom C2 protocol that mimics well-known protocols, or develop custom
protocols (including raw sockets) to supplement protocols provided by another standard
network stack (Non-Application Layer Protocol [T1095])

e Obfuscate C2 communications (but not necessarily encrypt them) to hide commands
and make the content less conspicuous and more challenging to discover or decipher
(Data Obfuscation [T1001])

e Employ connection proxies to direct network traffic between systems, act as an
intermediary for network communications to a C2 server, or avoid direct connections to
its infrastructure (Proxy [T1090])

e Exploit legitimate desktop support and remote access software to establish an
interactive C2 channel to target systems within networks (Remote Access Software

[T1219])
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The BeagleBoyz use FASTCash malware to intercept financial request messages and reply with
fraudulent but legitimate-looking affirmative response messages in the ISO 8583 format. The
BeagleBoyz have functionally equivalent FASTCash malware for both UNIX and Windows that
they deploy depending on the operating system running on the server hosting the bank’s
payment switch application.

FASTCash for UNIX is composed of AlIX executable files designed to inject code and libraries
into a currently running process. One AIX executable provides export functions, which allows an
application to manipulate transactions on financial systems using the ISO 8583 international
standard for financial transaction card-originated interchange messaging. The injected
executables interpret financial request messages and construct fraudulent financial response
messages. For more details on FASTCash for UNIX malware, please see the FASTCash report
at https://www.us-cert.gov/ncas/alerts/TA18-275A.

The BeagleBoyz use FASTCash for Windows to manipulate transactions processed by a switch
application running on a Windows box. FASTCash for Windows is also specific to the ISO 8583
message format. The BeagleBoyz appear to have modified publicly available source code to
write parts of the tool, likely to speed development. The malware contains code probably taken
from open-source repositories on the internet to create hashmaps and hook functions and to
parse ISO 8583 messages.

FASTCash for Windows injects itself into software running on a Windows platform. The malware
then takes control of the software’s network send and receive functions, allowing it to
manipulate ISO 8583 messages. The U.S. Government has identified two variants of
FASTCash for Windows. One variant supports ASCII encoding. The BeagleBoyz appear to
have modified the second variant’'s message parsing code to support Extended Binary Coded
Decimal Interchange Code (EBCIDC) encoding. Both ASCII and EBCDIC are character
encoding formats.

FASTCash for Windows malware uses code from github.com/petewarden/c_hashmap for
hashmaps, code from Microsoft's Detours Library at github.com/Microsoft/Detours for hooking,
and code from to parse ISO 8583 messages.

The malware hooks onto the send and receive function of the switch application so that it can
process inbound request messages as they are received. FASTCash for Windows inspects the
inbound message, probably looking for specific account numbers. If the account number
matches an expected number, the malware constructs a fraudulent response message. If the
account number does not match an expected number, the malware allows the request to pass
through normally. If the malware constructs a fraudulent response message, it then sends it
back to the acquirer without any further processing by the switch application, leaving the issuer
without any awareness of the fraudulent transaction.

Full technical reports for FASTCash and FASTCash for Windows malware are available at
https://us-cert.cisa.gov/northkorea.

The BeagleBoyz have used the following techniques to manipulate business and operational
processes for monetary or destructive purposes (Impact [TA0040]).
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